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1. ITosicHUTEJbLHAA 3aAMHCKA

1.1. Heap u 3a7a4n JUCHUILITHHBI

HCJIB JUCHUITIIMHBI — HpO(beCCI/IOHaJIBHaSI MmoAroToOBKa MaruCTpaHToOB, HGO6XOI[I/IMaSI JJIs1 OCBOC-
HUA METOAO0B U TEXHOJIOTHI 3alIUThI I/IH(bOpMaI_II/II/I B KOMIIBIOTCPHBIX CCTAX

3amayn OUCIUIUIAHEI:
1aTh 3HAHUA:

— 0 METO/IaX U CPEACTBAX 3alIUTHl HH)OPMAIH B KOMITBIOTEPHBIX CETSIX;
— 0 TEXHOJIOTMHU MEXKCETEBOI0 DKPAaHUPOBAHU;
— 0 METOJaX U CPEACTBAX IIOCTPOCHUS BUPTYAJIbHBIX YaCTHBIX CETEH;

— 0 METO/Iax U CPeACTBaX ayaAuTa 3alUILEHHOCTH HH(POPMALIUOHHBIX CHCTEM.

1.2. [lepeyeHb MJIAHUPYEMbIX Pe3yJbTATOB 00y4YeHHs] MO JMCIHHUILINHE, COOTHECEHHBIX €
HHAUKATOPAMM TOCTUKEHUS KOMIIeTeHINH

Komnerenuus NHaukaTopbl KOMIETEHIMI Pe3yabTaThl 00yYeHHs

[IK-6 — cmocob6nocts | [IK-6.1 — 3Haer Teopernueckue | 3HATH:

(opMHUpPOBATh CTPATETHIO | OCHOBBI CTPaTEruuecKoro | TEXHOJIOIMH OOHAPYKEHUSI KOMIIBIO-
UHpOpPMATU3alMK  TpHU- | YIPABICHUA MPEINPUATHEM M | TEPHBIX aTaKk M HX BO3MOXKHOCTH;
KJIQJHBIX MPOIECCOB M | MHOOPMAIIMOHHBIMU TEXHOJIOTH- | OCHOBHBIC YS3BHUMOCTH M THIIOBBIC
CO3MAaHMA  NPUKIATHBIX | IMU aTaKl Ha COBPEMEHHBIE KOMIIBIO-
WH(POPMAIMOHHBIX cu- TEPHBIE CUCTEMBI;

CTEM B COOTBETCTBHM CO BO3MOXHOCTH M OCOOCHHOCTH MC-
CTpaTeruen pa3BUTHUA II0JIB30BAHUs CIELUAIIM3UPOBAHHBIX
IPEIIPUATHN IIPOrPaMMHO-AINAPATHBIX ~ CPEACTB

IpHU MPOBEJCHUN ayauTa WHpOpMa-
IMOHHOM 0€30ITaCHOCTH;

METOJIbl  3aIUTHl KOMIBIOTEPHBIX
ceTed Mpu aBTOMATH3AIUd HHQOP-
MAITMOHHBIX TPOIECCOB U WH(POpMA-
TU3ALUUM TIPEANPUATUN U OpraHu3a-
805051

I1K-6.2 — YMeeT aHaIM3UpOBAThH
MOTPEOHOCTH  MPEANPUATHS B
nHpOpMaTHU3aluy, MJIAaHUPOBAThH
pazButue UT no HanpaBineHusM

YMers:

BBITIOJIHATh HACTPOWKY 3alIUTHBIX
MEXaHU3MOB CETEBBIX MPOTrPAMMHO-
anmapaTHbIX CPECTB;

HacTpauBaTh IMOJUTHKY O€30MMacHo-
CTH  CpEACTBAMH  TPOTPAMMHO-
anmapaTHbIX KOMIIJIEKCOB CETEBOM
3alUTHl HH()OPMAIIHH;
OpPraHU30BBIBATh 3aIIUTY CETMEHTOB
KOMITBIOTEPHOM CETH C WCIOJIbh30Ba-
HHEM MEXKCETEBBIX IKPAaHOB

[1IK-6.3 — Biameer HaBBIKaMU
(bOopMHpOBaHHS CTpPATErMH WH-
dbopmaTH3auu TPEINPUATHS B
COOTBETCTBHH CO CTparerueit
pasBUTHS

Bnaners:

HaBBIKAMH A MUHUCTPUPOBAHUS Ce-
TEBBIX MpOrpaMMHO-aMIapaTHBIX
KOMIIJIEKCOB 3aIlIUThl HH()OpPMAITHH;
HaBBIKAMU a[[MI/IHI/ICTpI/IPOBaHI/ISI CHU-
cTeM OOHapy>XeHUS KOMITbIOTEPHBIX
aTak;




HABBIKAMU aIMUHUACTPHUPOBAHUS CH-
CTEeM BUPTYaJIbHBIX YaCTHBIX CeTell

OpraHu3aIH

IIK-5 — cnocobnocth uc- | [IK-5.1 — 3Haer coBpemeHHbIE | 3HATH:

MOJIb30BaTh COBPEMEHHBIC | METOJBI ~ OLEHKM  KadecTBa, | KIACCH(HKAINIO U OOIIyI0 XapaKTe-
METO/bI OLICHKU KauecTBa, | HAAEKHOCTH U HH(GOPMAIMOH- | PUCTUKY  CETEBBIX  IMPOTrPaMMHO-
HaZE&KHOCTH U MH(pOpMa- | HOM Oe3omacHOCTH MHGpOpMAlU- | anmapaTHBIX CPEJICTB 3allIUThl HH-
LMOHHOW  0E30MacHOCTH | OHHBIX CHCTEM B Ipoliecce mpo- | popmarum;

WH(POPMAIMOHHBIX CH- | eKTUPOBAHMSA U SKCILTyaTalluu OCOOEHHOCTH peanu3ald METOA0B
CTeM B IIpolecce UX Hpo- 3alUThl  MH(OpPMAlMM  COBPEMEH-
EKTUPOBAHUS M SKCIUTya- HBIMH  [IPOrpPaMMHO-AIIapaTHBIMU

TalUU

CpE€acTBaMu,
OCHOBHBIC IMPUHLHUIIBI aAMHUHUCTPH-
POBaHUA 33H_II/IH_[éHHBIX KOMIIBXOTEP-
HBIX CUCTCM.

I1K-5.2 — YMeeT npuMeHsTh co-
BPEMEHHBIC METOJIbI OLIEHKH Ka-
4yecTBa, HAAEKHOCTH M HH()OP-
MalMOHHOM 0€30MacHOCTH HH-
(OpMaIMOHHBIX CHUCTEM B IIPO-
[[ecce TMPOCKTUPOBAHHUS H JKC-
LTy aTalyu

YMeTh: NPUMEHATh MEXaHU3MBbI 3a-
IIWUTBI, PCAJIM30BaHHBIC B IIpOrpam-
MHO-AIIapaTHbIX KOMIUIEKCAaX, C
LENBI0 TIOCTPOCHUA 3alUIIEHHBIX
KOMIIBIOTEPHBIX CETEM.

I[1K-5.3 — Biageer HaBbIKaMU
MIPUMEHEHUSI COBPEMEHHBIX Me-
TOJIOB OIICHKH KadecTBa, HaJExK-
HOCTH U MH(OpPMAIMOHHON 0e3-
OMAaCHOCTH  MH(GOPMALMOHHBIX
CHUCTEM B MpoLEcce MPOEKTUPO-
BaHMS M DKCIUTyaTalllH
npukiaaaasix UC"

Bunanmers: MeroaMkon INpoBeneHUs
ayaura uH(opManuoHHOW Oe3omac-
HOCTH.

1.3. MecTo AMCHUILUINHBI B CTPYKTYpe 00pa30BaTe/IbHONH NPOrpaMMbl

JucuumuinHa « TeXHOIOrHH 3alIUThl UHQOPMAIMKM B KOMIBIOTEPHBIX CETSIX» OTHOCUTCA K JIHC-
IUIUIMHAM 4acTH, (GOpMHUpPYEMOH ydacTHMKaMH OOpa30BaTENbHBIX OTHOIIEHHMH OJoKa AMCIHU-

IIJIMH y‘-IC6H01"O Ij1aHa.

Jlnst ocBOeHMSI THUCUUIUIMHBI HEOOXOAMMBI 3HAHUS, YMEHUS U BIaJeHHs, cOpMHpOBaHHBIE B
XOJIe M3YYEHHUS CIEeAYIOMUX TUCHUIUIMH: «Teopust MH(OPMAIIMOHHBIX MPOIECCOB M CHUCTEM,
«ApXUTEKTypa NpenpusITuii 1 HHGOPMALIMOHHBIX cucTeM», « HpopmaTukay, « Teopetnueckue
OCHOBBI KOMITBIOTEPHOI 0€3011acCHOCTHY.
B pesynbrare ocBO€HHS NUCHUIUIMHBI (OPMUPYIOTCS 3HAHUS, YMEHUS U BIIAJECHHs, HEOOXOIU-
MBbI€ JJI1 U3YyUEHUsS CIEAYIOLUX AUCLUILIMH U MPOXOXKJIEHUS NpaKTUK: «MeToabl ceMaHThude-
CKOT'0 TIOMCKa 1 00paboTKH MH(OpPMAIIUK B KOMITBIOTEPHBIX CETIX», «O0IauHbIe TEXHOIOTHI,
«MeTo10710THs U TEXHOJIOTHUS MPOSKTUPOBAHUS MHPOPMALIMOHHBIX CUCTEM.




2. CTpyKTypa IHCUMIIJIMHBI

OO6mast Tpy10EMKOCTH AUCIMIUIMNHEI COCTaBISAET 3 3.€., 108 akagemMmdeckux 4acos.

CTpyKTypa IMCUMIIMHBI 1JIs1 09HOM opMbl 00yUeHust

O06bemM AUCHUIUIMHBI B ()OpME KOHTAKTHOW PabOThI OOYYArOMIMXCSl C MEAarorudecKuMu
paOoTHUKaMU U (MJIM) JUIAMHU, IPUBJIEKAEMbIMH K peaju3aluu o0pa30BaTebHOM MPOrpaMMbl
Ha MHBIX YCJIOBUSX, IPU MPOBEACHUN YUEOHBIX 3aHATHI:

Cemectp | Tun yueOHBIX 3aHATHIA KommuecTBo
4acoB
2 Jlexun 14
2 [TpakTuyeckue paboThl 16
Bceero: 30

O0BeM TUCHUIUIMHBI (MOYJIsI) B JOpME CaAMOCTOSITEIbHOM PAOOTHI O0YYAFOIIMXCS COCTAB-
asier _ 78 aKkageMHUYECKHX YacoB.

CTpyKTypa AUCHUNIMHBI VIS 3204HOI (pOpMBbI 00yUeHusI

O6beM TUCHMIUIMHBL B pOpME KOHTAKTHOW PabOThl 0OYyHAIOIIUXCS C MeNarorudecKUMHU
paboTHUKaMU W (WJIH) JTUIIAMU, TIPUBIIEKAEMBIMH K peaM3aIiii 00pa30BaTeIbHONM MPOTrPaMMbI
Ha MHBIX YCJIOBUSAX, IPU MPOBEACHUN YUCOHBIX 3aHATHI:

Cemectp | Tun yueOHBIX 3aHITHI KonmuecTBo
4acoB
2 Jlexmun 4
3 Jlexuuu 4
3 [TpakTrueckne paboTsl 4
Bceero: 12

O0BeM TUCIMIUIMHBI (MOTYJIsI) B JOpME CaAMOCTOSTEIbHOM PAOOTHI OOYYAFOIIMXCS COCTAB-
aser 96  akamemudeckux daca(oB).

3. Conep:xkanue THCHUTLTAHBI

Tema 1. OcHOBHBIE YSI3BUMOCTH ¥ BH/IbI ATAK HA KOMIIBIOTEPHbIE CHCTEMBbI

Bunpl atak Ha xommnbroTepHble cuctembl (KC). OcnoBuble ysa3Bumoctu KC. Hecankimonupo-
BaHHBIN qocTym K nHbopmaruu (HCJI). Yreuka nndopmanuu. Buasr 3ammrel or HCJ| u yTeukn
uHpopMarmu. OpraHu3auoOHHO-TIPABOBEIE METO b 3auuThl HHpopMmarmn. Kimaccuduxarms as-
TOMATU3UPOBAHHBIX CHCTEM U CPEJCTB BBIUMCIUTEIHLHON TEXHUKH 10 YpoBHIO 3amurte ot HC/I.

Tema 2. 3amura nHGopManun B KOMIBIOTEPHBIX CETAX

OcHoBHI ceTeBbIX TexHOnoruid. Tomomorust cereit. Moaens ISO/OSI u TCP/IP. MapmpyTuza-
1us. OCHOBHBIE CETEBBIE YCTPOICTBA.

Pasrpannuenue A0CTyma K 3alIMIIaeMbIM pecypcamM. Mojenu JocTyna K 3alldiliaeMbIM pecyp-
cam. Metozp! ayreHTtu¢ukanuu. [laponbHas 3ammra, criocoObl OpraHU3aIlH, JOCTOWHCTBA U
HEJOCTaTKU. Buabl cpencTB u cucteM 3ammThl MHQOpMammu. MexceTeBoe 3KpaHHpPOBAaHHUE.
[TpuHLIMIIBI MEXCETEBOro IKpaHHpoBaHus. Jlemunntapu3oBaHHas 30Ha. Knaccudukanus mex-
CETEeBBIX PKpaHOB. BupTyanbHble yacTHbIe ceTu. [[puHIIMIIBI X pabOThL. DIEKTPOHHO-IIU(POBas
HNOJMUCH. 3aUIUILEHHBIN AIEKTPOHHBIA JOKYMEHTOOOOPOT B OpraHu3alii. A JMUHUCTPUPOBAHNE
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BCTPOCHHBIX M J00OABOYHBIX CHUCTEM 3aIuThl HHpopMaiu. Onepanronnsie cucremsl MS Win-
dows u MS Windows Server. KomrutekcHas cuctema 3amiuthl nHbopmarmn «Ilanimups-Ky.

Tema 3. CpencrBa o0HApPYKEeHNUSI KOMIIBIOTEPHBIX aTAK H AyJAUT 0€30MaCHOCTH KOMIIbIO-
TePHBIX CHCTEM

CpencTtBa 0OHapyKEeHHUsI KOMITBIOTEPHBIX aTaK, UX Ha3HAUYEHUe, MPUHIUIEBI paboTsl. CpeacTaa
MPEIOTBPALICHHS] KOMITBIOTEPHBIX aTakK. AyJIUT 0€30MacHOCTHU CeTel, ero BUAbI U 1eau. OCHOB-
HBIC dTanbl ayauTa 6esonacHocTu. CpenctBa ceTeBoro ayaura. OTuér 06 ayaute ceTeBoit 0e3-
OIACHOCTH.



4. Obdpa3oBaTeJIbHbIEC TEXHOJIOTHH

I[JISI IMPOBCACHU A y‘-Ie6HI>IX 3aHATUN TI0 AUCHUIUIMHE HCIIOJIb3YIOTCA Pa3JIMYHbIC

06p330BaTeJ'II>HBIe TECXHOJIOTHH.

Jlnst  opraHu3amuu  y4eOHOTO Tpoliecca MOXKET ObITh

UCTIOJIb30BaHO AJIEKTPOHHOE 00y4YeHHe U (WIK) TUCTAaHIMOHHBIE 00pa30BaTeIbHbIC TEXHOIOTHH.

5. OneHka IVIAaHMPYeMBbIX Pe3yJIbTATOB 00yUYeHH s

5.1. CucreMa oneHUBAHUSA

®opma KOHTPOJIS Makec. KoJIH4eCcTBO 0a/J10B
3a ogny pa- |Bcero
ooty
Texymui KOHTPOIIb:
- onpoc (memwi 1-3) 10 b6annos 30 6annos
- npakmuyeckue pabomvi No [-3 10 6annos 30 bannos
IIpomexyToynas arrecTanus 40 b6annos
OK3amen
Hroro 3a cemecTp 100 6annos
IK3amen

[Tomy4yeHHBI COBOKYIHBIN pe3ysibTaT KOHBEPTUPYETCS B TPAJUIMOHHYIO LIKAJy OLEHOK U B
HIKanxy oleHoK EBpomeiickoil cuctembl nepeHoca U HakoruieHus kpenutoB (European Credit
Transfer System; nanee — ECTS) B coorBeTcTBHM ¢ TaOnuLei:

100-6amnbHas mKa- TpaionHas mkana IIkana
Ia ECTS
95 -100 A
8394 OTJIMYHO B

68 — 82 XOpOIIIO 3a4TCHO C

56 — 67 D

50 55 YIOBJICTBOPUTEIIHEHO E

20 — 49 FX
0_19 HEYJIOBJICTBOPUTEIILHO HE 3a4YTEHO =




5.2. Kputepuu BbICTABJI€HHS OLIEHKH MO AUCHUILINHE

Bananl/
HIxaJnaa
ECTS

OueHkAa o auc-
HUIINHE

Kpurtepun oneHKH pe3yibTaTOB 00y4eHHUs 110 AN CHH-
IJIMHe

100-83/
A B

«OTJIIMYHOY /
«3a4TeHO (OTINY-
HO)» /

«3a4TCHO

BrictaBnsercs oOyuaromemMycsi, €Clid OH IITyOOKO U poU-
HO YCBOWJI TEOPETUYECKHUN U TPAKTUYECKUI MaTepHall,
MOJKET IIPOAEMOHCTPHUPOBATH 3TO HA 3aHATHUSAX U B XOJI€
IIPOMEKYTOYHON aTTECTALUU.

OO0yJarmMics NCUEPITBIBAIOIIE U JTJOTHYECKHA CTPOMHO U3-
JaraeT yueOHbI MaTepuall, YMEeT yBSI3bIBATh TEOPHIO C
IPaKTUKOM, CIIpaBIIseTCs C pellieHUueM 3aa4d npodeccuo-
HaJIbHOM HalpaBJIEHHOCTH BBICOKOTO YPOBHSI CJIOKHOCTH,
IPaBUIbHO OOOCHOBBIBAET IPUHSATHIC PEILICHUS.
CB000/IHO OpUEHTHPYETCS B Y4eOHOH 1 PO ecCHOHATb-
HOM JUTEpaType.

OneHka 1o JUCHHUIUIMHE BBICTABIIAIOTCS 00Y4aIOMEMYCs C
y4E€TOM PE3yJIbTATOB TEKYIEH U IPOMEKYTOYHON aTTe-
CTalLUH.

Komnerennuu, 3akperiéHable 3a JUCUUIUIMHON, CPOpMHU-
pOBaHbI HA YPOBHE — «BBICOKHI».

82-68/

«XOpo1o» /
«3a4TeHO (X0po-
o)» /
«3aUTCHO

BricTaBnsiercst o0yvaromemycsi, €Clii OH 3HAaeT TeopeTHye-
CKHI U MPaKTUYECKUN MaTepuall, FPaMOTHO U 10 CYILLECTBY
U3JIaraeT ero Ha 3aHATHSIX U B XO/1€ IPOMEXKYTOUHOM aTTe-
CTallMY, HE I0IyCKasl CYLIECTBEHHBIX HETOUYHOCTEH.
OOyuaromuiicst MpaBUIbLHO IPUMEHSAET TEOPETUUECKHE T10-
JIOKEHHUs TIPU PELIeHUH NMPaKTHYECKUX 3a7a4d npodeccuo-
HaJIbHOM HANPABICHHOCTU Pa3HOTO YPOBHS CII0KHOCTH,
BJIaJieeT HEOOXOAUMBIMU /IJIsl 3TOTO HaBBIKAMU M ITpHEMa-
MHU.

JlocTaTo4yHO XOPOIIO OPUEHTUPYETCS B y4eOHOMH U Mpo-
(deccruoHaIpHON JIUTEpaType.

OneHka 1o JUCHUIUIMHE BBICTABIISAIOTCS 00Y4arOMEMYyCs C
y4E€TOM PE3yJIbTATOB TEKYIIEH U MPOMEKYTOUHON aTTe-
CTalLH.

Komnerenmuun, 3akperiéHable 3a JUCIUTUIMHON, ChopMHU-
POBAHbI HA YPOBHE — «XOPOLIMIY.

67-50/
D, E

«YIOBJIETBOPH-
TETBHO» /
«3a4TeHo (ya0BIIe-
TBOPHUTEIHHO)» /
«3aUTCHO

BricTaBisiercs o0ydaromemMycsi, €CiIi OH 3HaeT Ha 0a30BOM
YPOBHE TEOPETUUECKUIN U MPAKTUYECKUIN MaTepual, 10-
MyCKaeT OTAeNIbHbIE OMMOKU MPH €ro W3JI0KEHUHU Ha 3aHs-
TUSAX U B XOJI€ IPOMEXKYTOUYHOU aTTECTALMH.
OO0yuaromuiicst UCIIBITHIBAET ONIPENETIEHHBIE 3aTPYIHEHUS
B IIPUMEHEHNU TEOPETUUECKUX MOJIO0KEHUM ITPU PELICHUH
NPaKTUYECKUX 3a/1a4 MPO(eCCHOHATFHON HANPaBIEHHOCTH
CTaHJApTHOT'O YPOBHS CJIOKHOCTH, BJIajIeeT HEOOXOMMBbI-
MU JIJIs1 3TOr0 0A30BBIMU HaBBIKAMU U IPUEMaMHU.
JleMOHCTpHpYET A0CTaTOUHBI YPOBEHb 3HAHUS yUEOHOI
JUTEPATYpPHI [0 TUCHUIUINHE.

OneHka 1o JUCHUIUIMHE BBICTABIISAIOTCS 00Y4aIOEMYyCs C
y4E€TOM PE3yJIbTATOB TEKYIIEH U MPOMEKYTOYHOM aTTe-
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Banany/ OneHnka mo auc- Kpurtepun oneHku pe3yjbTaToB 00y4eHUs MO AUCIHU-
IIxana IUTJINHE IJIMHE
ECTS

CTaIlUH.

Komnerennum, 3akperiéHHble 3a JUCIUTUIMHON, CPOpMH-
POBaHbI HA YPOBHE — «IOCTAaTOYHBINA.

49-0/
F, FX

«HEYIIOBIIETBOPHU- | BricTaBisercs oOy4daromniemMycsi, €Ciii OH He 3HaeT Ha 0a30-
TEIILHOY / BOM YPOBHE TEOPETUYCCKHIA U MPAKTHUECKUN MaTepual,
HE 3a4TE€HO JIOITyCKaeT TpyObIie OMMOKH MIPH €ro U3JI0KEHUHU Ha 3aHs-

TUSX U B XOJI€ IPOMEXKYTOYHOH aTTECTaLlUH.
OOyuaromuiicst UCIIBITHIBAET CEPbE3HBIE 3aTPYAHEHUS B
IPUMEHEHUU TEOPETUUECKUX MTOJIOKEHUH TPU PEeLIeHUN
NPaKTUYECKUX 3a/1a4 MPO(eCCHOHATFHON HANPaBIEHHOCTH
CTaHJAPTHOI'O YPOBHS CJIOKHOCTH, HE BJIaZieeT HEOOX01u-
MBIMH JIJIs1 5TOTO HAaBBIKAMU M TPUEMAMH.
JleMoHCTpHpYeT (parMeHTapHble 3HAHUSI y4eOHOH JTuTe-
paTypsbl 10 TUCIHILIHHE.

OneHka 1o JUCLUIUIMHE BBICTABIIAIOTCS 00Y4arOMEMyCs C
y4E€TOM PE3yJIbTATOB TEKYIEH U IPOMEKYTOYHON aTTe-
CTaLlUU.

Komnereniuu Ha ypoBHE «I0CTaTOUHBINY, 3aKPEIIEHHbIE
3a AUCUUIUINHOW, He C(OPMHUPOBAHEI.

5.3. OueHouHble cpeacTBa (MaTepuajdbl) ISl TeKYHIero KOHTPOJS YyCIeBaeMOCTH,
NMPOMEKYTOYHOM aATTeCTAIUM 00y4AIOUIUXCS M0 JUCHUIITIHHE

Yemmuouii onpoc

YceTHBIH 0npoc — 3TO CPEICTBO KOHTPOJISL, OPraHM30BaHHOE KaK CIelnuanbHas Oecena mpenoja-
BaTellsl C 0OyYaONIMMCS Ha TEMBI, CBSI3aHHBIC C U3yYaeMON JUCIHUILTMHON, U paCCUMTAHHOE Ha
BBISICHEHHE 00bEMa 3HAHUH 00YUaIOIETOCs 10 ONPEACIEHHOMY pa3ieny, TeMe, MPoOIeMe U T.II.

CoNoR~WNE

PR RRRRER e
NookwdhdEO

Ilepeuens ycmuuix 60npocoe 011 npoeepKu 3HAHU

Bupl aTak Ha KOMITBIOTEPHBIE CUCTEMBI.

Knaccudukanus ysi3BUMOCTEH KOMITBIOTEPHBIX CHCTEM.

Monenu 3amutel o HCJI.

Tononoruu cereu.

Mogens ISO/OSI.

YcrpoiictBa nepBoro ypoBHs moaenu [SO/OSI.

YcrpoticTBa Broporo yposHs moaenu ISO/OSI.

YcerpoiictBa Tpetbero ypoBHs mojaenu [SO/OSI.

[TaponpHas 3ammra, criocoObl OpraHu3alny, TOCTOMHCTBA U HEJIOCTATKH. .
Mertonapl ayTeHTH(DUKAITIH.

Me:xcereBoe 3KpaHUPOBAHUE

JeMunurapu3zoBaHHas 30HA.

Bupryanbabie yacTHble ceTd. [[pUHIUTIBI UX paOOTHI
AJMUHUCTPUPOBAHUE BCTPOCHHBIX M IOOABOYHBIX CHCTEM 3alTUThI HH(POpMaIIUN
CpenctBa 0OHapyKEHUS U MPEAOTBPAIICHUS KOMIIBIOTEPHBIX aTaK

Bunpl u nienu ayauTta 6€30macHOCTH CETEH.

OcHOBHBIE 3TaIbl ayUTa O€30MaCHOCTH?
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Ilpumepnvie 3a0anusn 0na mecmuposanus

1. Ya3BumocTh — 3TO:

a) 1100as_XapakmepucmuKka Uil C80UCmMe0 UHQOPMAUUOHHOU CUCHEMDL, UCNOIb308AHUE KOMO-
POl Hapyuwiumenem MOdicem npusecmu K peaiu3ayuy yepo3ssl

0) nmrobast OOHapyKCHHAsT XapaKTEPUCTUKA WIIH CBOWCTBO HH(POPMAIIMOHHON CHCTEMBI, HCTIOb-
30BaHHE KOTOPO HAPYIIUTENIEM MOKET MPUBECTHU K PeaTu3alluu YTrPO3bl

B) J1100ast BBISIBIICHHAS XapaKTEPUCTHKA MM CBOMCTBO MH()OPMAIHOHHON CHCTEMBI, HCITOJIB30-
BaHUE KOTOPOU HAPYIIMTETIEM MOXKET MPUBECTH K peaTn3aiil yrpo3bl

2. YKa)KI/ITe, Ha KaKHX 3Tanax KU3HEHHOI'0 IMKJIAa CUCTEMbI BO3MOKHO BOSHUKHOBCHUSA YSA3BHUMO-
creii:

a) Ha JTare NPOEKTUPOBAHUS

0) Ha sTane peanru3aluu

B) Ha JTaIle SKCILIyaTalluu

T) Ha 6cex mpéx nepeyucieHHbIX IManax

IlpumepHnule 6onpocel K 3auémy ¢ OUEHKOU

Krnaccudukanus atak Ha KOMIBIOTEPHBIE CUCTEMBI.

OcCHOBHBIE YA3BUMOCTH KOMIIBIOTEPHBIX CUCTEM.

Buibl HecaHKIIMOHUPOBAHHOTO JIOCTYIA K HHGOpMaIUK.

[onsarue yreuku uHGpopmanuu. OCHOBHBIE KaHAJIbI YTEUKH.

Buapl 3amutel or HCJI 1 yTeuku nuadopmauu.

Opranu3annOHHO-TIPABOBBIE METO/IbI 3AIIUTHI HHPOPMALIUH.

Knaccudukanus aBTOMaTU3MPOBAHHBIX CUCTEM U CPEACTB BBIYMCIUTEIBHONW TEXHHUKH IO

yposHio 3amute ot HCJI.

JlckpenoHHas MOJIENb JOCTYyTA K 3alIMIAEMbIM PECYPCaM.

MasnaTHast MOJIeNIb JOCTYIA K 3alUIIaeMbIM pecypcam

10. Metoasr ayTeHTH(DHUKAITUH.

11. [TaponpHas 3ammra, CiocoObl OpraHu3alluy, JOCTOUHCTBA U HEIOCTATKH.

12. Buasl cpeCTB U CUCTEM 3aIIUTHI HHGOPMAITHH.

13. TIpuHIMIIBI MEKCETEBOTO SKPAHUPOBAHUSI.

14. Opranuzanus JeMIIUTaPU30BAaHHOMN 30HA.

15. Knaccugukanus 1 IpUHIUITB MEKCETEBBIX SKPAHOB.

16. [IpuHIMIIBI TOCTPOEHUS M paOOTHI BUPTYabHbIE YACTHBIE CETH.

17. IpuHnmnsl paboThl 3JEKTPOHHO-IU(PPOBAs MOAIHUCH.

18. Opranuzanus 3aUIIEHHOTO JIEKTPOHHOTO JOKYMEHTO000pOTa B KOMIIaHHH.

19. AnMuHUCTpUPOBaHKE BCTPOCHHBIX U JOOABOYHBIX CHCTEM 3aIUTHl HH(POPMAITUH.

20. AAMUHUCTPUPOBAHHE BCTPOCHHOW cucTteMbl 3anmuThl WHopmanmu OC cemeiictBa MS
Windows (s1okanbHO)

21. AAMUHUCTPUPOBAHHE BCTPOCHHOW cucTteMbl 3anmuThl WHopmanuu OC cemeiictBa MS
Windows Server.

22. KommnekcHas cuctema 3amuTsl nHGopmanuu «Ilanmmupe-K».

23. CpenctBa 0OHApYKEHUSI KOMITBIOTEPHBIX aTaK, UX Ha3HAYEHHUE, TPUHIIUIIBI paOOTHI.

24. CpencTBa NpeOoTBpAIICHUS KOMITBIOTEPHBIX aTak.

25. Aynut 6e30MacHOCTH CETeH, €ro BU/IbI U IIEJIH.

26. OCHOBHBIC 3TaIbl ayTUTa 0€30MMaCHOCTH.

27. CpencTBa ceTeBOTO ayIUTa.

28. CTtpykTypa OT4ET 00 ayIuTe CETEBOM 0€30MacHOCTH

NoogkrwhE

© ©
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6. YueOHO-MeTOAUYECKOEe M MH(POPMALMOHHOe ofecreyeHne TUCHMIIUHBI

6.1. CnMCOK HCTOYHHKOB H JIUTEPATYPHI

Nctounuku
OcHOBHBIE

1. @eoepanvhwiti 3axon ot 27 wurons 2006 r. Nel49-03 «O06 undopmaiuu, HHOOPMAITUOHHBIX
TEXHOJIOTHSAX M O 3ammuTe uHbopmarum» (¢ u3M. u jnoi., noci. ot 01.05.2019). [DnekTpoH-
HBII pecypc] : Pexxum moctyna : http://www.consultant.ru/document/cons doc LAW 61798/,
CBOOOJTHBIN. — 3ari. ¢ 9KpaHa.

2. Pyxogoosawuti 0okymenm. ABTOMAaTU3UPOBAHHBIE CHCTEMBI. 3allUTa OT HECAHKIIMOHHUPOBAH-
HOro Aoctyna K uapopmanuu. Kinaccudukanus aBToOMaTu3MpOBaHHBIX CUCTEM U TPeOOBaHUS
Mo 3amuTe UHPopMaIu. YTBEPKIACHO pEIICHHEeM mpezacenatens ['ocy1apcTBeHHON TeXHU-
yeckoil komuccuu 1ipu Ilpesunente Poccuiickoit @eaepanuu ot 30 maprta 1992 r. [Dnek-
TpoHHbI pecypc] : Pexum goctyma :  https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoOoaHbIA. —
3ari. ¢ sKpaHa.

3. Pyxosoosuwyuii 0okymenm. CpeacTBa BBIYUCIUTEIBHON TEXHUKH. 3aIIUTa OT HECAHKIIMOHUPO-
BaHHOTO Joctyna K uHpopMmanuu. [Tokazarenu 3anuIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
noctyna K uHGopmanmu. Y TBEPKISHO pelICHHEM Ipejcenates [ ocy1apcTBeHHOM TeXHUYe-
ckoil komuccuu nipu IIpesunente Poccuiickoii @enepannu ot 30 mapra 1992 r. [DnekTpoH-
HBIH  pecypc] @  Pexmm  goctyma @ https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBoGo1HbINH. —
3ari. ¢ ’KpaHa.

4. Pyxoeoosuwuti 0okymenm. CpecTBa BEIYUCIUTENbHON TEXHUKUA. MexKceTeBble SKpaHbl 3alliu-
Ta OT HECAaHKIMOHUPOBAHHOIO A0CTyna K uHpopmauuu. [lokazaTenu 3amuii€HHOCTH OT He-
CaHKIIMOHUPOBAHHOTO JOCTyMa K MHGOpMAIUU. YTBEPKIEHO pelieHueM npeacenatens [ oc-
yAApCTBEHHOM TexHH4Yeckod komuccuu npu lIpesmnente Poccuiickoir ®enepanuum ot 25
utonss 1997 r. [DnextpoHHbI pecype] : Pexxum moctyma : https:/fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-
g, CBOOOIHBIN. — 3ari. ¢ dKpaHa.

JlononHuTEbHBIE

5. Pykosooswuil 00KymeHT. 3alluTa OT HECAHKIIMOHUPOBAHHOTO TOCTyMa K uHpopManuu. Tep-
MUHBI U OINpeeNeHus. Y TBEPKACHO pelieHueM npeacenatens ['ocrexkomuccun Poccun ot
30 mapta 1992 r. [DnextpoHHBIN pecypc] : Pexum moctyma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g3, cBOOOIHBII. — 3ar. ¢ FKpaHa.

6. Pykogooswuti Ookymenm. 3amuTa OT HECAHKIIMOHUPOBAHHOTO JOCTYNMa K WH(POpPMAIUH.
Yacte 1. IIporpammHoe obecrieueHre cpeAcTB 3amuThl uHGoOpMauu. Kmaccuduxamus mo
YPOBHIO KOHTPOJISI OTCYTCTBHS HEACKIAPHUPOBAHHBIX BO3MOKHOCTEH. Y TBEPKIACHO pEIICHUEM
npencenarensa ['ocynapcTBeHHOM TexHUYECKOW komuccuu nipu Ilpesuaente Poccuiickonn Pe-
nepauuu ot 4 uroHs 1999 r. N 114

7. @eodepanvusiii 3axon «O0 mHPOpMaIUU, UHOOPMAIIMOHHBIX TEXHOJOTUAX M O 3alIUTE WH-
dbopmarum» ot 27.07.2006 N 149-®3 (pen. ot 19.07.2018). [DnextponHSINA pecypc] : Pexxum
nocryna : http://www.consultant.ru/document/cons_doc_LAW_61798/, ceo6oaHbIii. — 3ari. ¢
JKpaHa.
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JIureparypa

OcHoBHas
babam, A. B. MonenupoBanue cuctemsl 3auThl nHGopmanuu. [Ipaktukym : yueOHOE T0-
cooue / E.K. bapanosa, A.B. babam. — 3-e¢ u3zn., nmepepad. u gomn. — Mocksa : PUOP :
HNH®PA-M, 2023. — 320 c. + Jlomn. Marepuaisl [DaeKTpoHHBIH pecypc]. — (Briciiee 00-
pasosanue). — DOI: https://doi.org/10.29039/01848-4. - ISBN 978-5-369-01848-4. - Tekcr
: antektpoHHbI. - URL: https://znanium.com/catalog/product/2038247
bapanosa, E. K. AkTyansHbIe BOIIPOCH 3amuThl WHDopMaruu : MoHorpadwus / A.B. babam, E.K.
bapanoBa. — MockBa : PUOP : MHOPA-M, 2023. — 111 c¢. — (Hayunas wmbicip). —
https://doi.org/10.12737/monography_58dbc380aa3ad. - ISBN 978-5-369-01680-0. - TekcT : simek-
tpouHbIH. - URL: https://znanium.com/catalog/product/191570
Hlanveun B.®. KomrekcHas 3amuTta uHGOPMAIMK B KOPIOPATUBHBIX CHUCTEMaXx : ydeo.
nocobue / B.®. Illanerun. — Mocka : U]l «®OPYM» : UHOPA-M, 2019. — 592 c. —
(Beiciee  oOpazoBanme: bakamaBpmar). — Texct :  anextponHsid. —  URL:
https://new.znanium.com/catalog/product/996789
Ll]ecnos, A. IO. 3amura uadopMaluu: OCHOBBI TEOPUH : YYEOHUK JUIsl OakanaBpuara U Ma-
ructparypsl / A. FO. Illernos, K. A. llernos. — MockBa : M3narensctBo Opaiit, 2019. —
309 c. — (Cepus : bakanaBp u maructp. Akagemudeckuii kype). — ISBN 978-5-534-04732-5.
— Tekcr : oanekrponnsnii // DBC IOpait [caiit]. — URL: https://www.biblio-
online.ru/book/zaschita-informacii-osnovy-teorii-433715

JlononHurenbHas
THomewxun, A. A. Cucrema 3amuThl HHPOPMAIIUK OT HECAHKIIMOHUPOBAHHOTO JIOCTyIa Ha
OCHOBE TporpammHo-amnmaparnoro komriekca "Secret Net 5.0" / [Tomemkun A.A., Kopot-
kux W.B. - HoBocubupck :HI'TVY, 2012. - 47 c.: ISBN 978-5-7782-1990-8. - TekcT : smek-
tpouusnid. - URL: https://new.znanium.com/catalog/product/556699 (mara oOparmieHus:
23.08.2019).

6.2. IlepeueHb pecypcoB HH(POPMALMOHHO-TEJTEKOMMYHUKAIIMOHHOM ceTu «AHTEepHET».

1.

2.

OXPAHA ru. Poccutickoe CMU o 6e3omacHOCTH. [DIeKTpOHHBIN pecypce] : Pexxum moctyma :
https://oxpaha.ru/, cBoGoaHbIi. — 3ard. ¢ 9KpaHa.

Sec.ru. ITopran mo 6e3omacHocTh. [DneKTpoHHBIN pecypc] : Pesxxum mocryna : http://sec.rul,
HeoOXoarMa perucTpalus. — 3aril. ¢ dKpaHa.

Banx oannvix yepos bezonacnocmu ungopmayuu. [dnextpornsiii pecypc] / ®CTOK Poccun,
®AY «'HUHNU TIT3U OCTOK Poccum» — Pexxum pocrymna : http://sec.ru/, ceobomubrit. —
3ar. ¢ sKpaHa.

. HIITT «Hugpopmayuonnvle mexunono2uu 6 buznece». [ INeKTpoHHBIN pecypce] : Pexum moctyna

: http://www.npp-ith.ru/products/, ceo6oausIii. — 3ari. ¢ sKpaHa.
Komnanus «Koo bBezonacnocmuy. [OnektpoHHbli pecypc] : Pexum nocryna
https://www.securitycode.ru/products/, ceoboaHbIi. — 3ari1. ¢ SKpaHa.

6.3. [IpodeccuonanbHbie 6a3bl JAHHBIX 1 HHGOPMAIIMOHHO-CIIPABOYHbIE CHCTEMbI

Hoctym k mpodeccronaabHbIM 6a3zam manuabixX: https:/liber.rsuh.ru/ru/bases

HHpopManroHHbIE CIIPAaBOYHbIE CUCTEMBI:
1. Koncynprant Ilmtoc
2. Tapant

7. MaTepuajbHO-TeXHHYECKOe o0ecneyeHne JUCIUIIHHbI


https://znanium.com/catalog/product/2038247
https://znanium.com/catalog/product/191570
https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
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I[JISI MaTCprUaJIbHO-TCXHUYICCKOT'O obecreyeHus JUCHUITIINHBI H€06XOZ[I/IMO:
1) n7st IEKIMOHHBIX 3aHATUI — JICKIMOHHBIA KJIACC C BUACONPOEKTOPOM M KOMITBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITh ycTaHOBJIEHO ciaenyromee [10:

Neri/m | HaumenoBanue [10 [TpousBoauTenn Cnoco6 pacmpocTpaHne-
HUA

1 Microsoft Office 2010 Microsoft JIALIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMLEH3HOHHOE

3 Kaspersky Endpoint Security Kaspersky JUIICH3UOHHOE

2) UIs TIPAKTHYECKUX 3aHATHI — KOMITBIOTEPHBI Kilacc, 000py10BaHHbBIH COBPEMEHHBIMHU TIep-
COHANIbHBIMH KOMIBIOTEPAMH JI KaXA0T0 CTyAeHTa. Ha KoMmbloTepe MOMKHBI OBITh YCTAHOB-
neno caenyromiee [10:

Nen/m | Haumenosanwue [10 [IpouzBoaurenn Croco06  pacmpocTpane-
HUsA

1 Microsoft Office 2010 Microsoft JIMLEH3MOHHOE

2 Windows 10 Pro Microsoft JIALEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMLEH3HOHHOE

4 Cisco Packet Tracer v.7.2 u Beiie | Cisco Systems cBoOOHOE

8. OGecneuenne 00pa3oBaTeIbHOr0 Mpolecca JUIsi JHI € OrPaHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIUI0B

B xoze peanuzanmu TUCHUTUTMHBI UCTIONB3YIOTCS CIIEAYIONINE JOTIOTHUTEIHHBIE METOIBI
00y4eHHs1, TEKYIIEro KOHTPOJIS YCIIeBAEMOCTH U MPOMEKYTOYHON aTTeCTallui 00y4JaroIIuXCs B
3aBUCUMOCTH OT UX WHIUBUIYTBHBIX OCOOCHHOCTEH:

® IS CIENBIX M CIaOO0BUISIIHX:

— JIeKIUK OPOPMIIIOTCS. B BHJI€ JEKTPOHHOTO JOKYMEHTA, JOCTYIHOIO C MOMOIIBIO KOM-
MBIOTEpPA CO CIICHUATTU3UPOBAHHBIM MTPOTPAMMHBIM O6CCH€‘ICHI/ICM;

— NUCBbMCHHBIC 3a/laHUs BBINIOJHAIOTCA Ha KOMIIBIOTEPE CO CIHCHHAIM3WUPOBAHHBIM IIPO-
TPaMMHBIM 00€CTICUeHUEM, HITU MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecreunBaeTCs HANBUIYAIbHOE paBHOMEPHOE ocBelieHne He meHnee 300 Jrokc;

— A7 BBIMIOJMHEHHUS 3a/laHds TpH HEOOXOIUMOCTH TMPEIOCTABIACTCS YBEIUYUBAIOIICE
YCTPOICTBO; BOZMOKHO TaKKe UCII0JIb30BaHUE COOCTBEHHBIX YBEIMYMBAIOIINX YCTPOUCTB;

— MUChbMEHHBIE 3aaHusI O(OPMIISIOTCS YBEIUYSCHHBIM HMIPUPTOM;

—3K3aME€H U 3a4€T MPOBOJATCSA B YCTHOW (popMe WM BBIMOJIHSIOTCS B MUCbMEHHOW Qopme
Ha KOMITBIOTEPE.

® JUIS TIIYXUX U CIIa0OCTBIIIAIINX:

— JIEKIIUH OQOPMIISIFOTCSI B BUJI€ DJIEKTPOHHOTO TOKYMEHTa, TUOO MPEAOCTaBIsIeTCS 3BYKO-
YCUJIMBAIOIIAs anmaparypa HHIUBUAYAIBHOTI'O IOJIL30BAHNS,

— MUChbMEHHBIE 3aJ]aHHsI BHITIOJHAIOTCA HAa KOMIIBIOTEPE B MUCbMEHHOU (hopme;

— 9K3aMEH M 3a4€T NMPOBOJATCS B MMUCbMEHHOHN (hopMe Ha KOMIBIOTEpPE; BO3MOXKHO MPOBEIE-
HUE B OpME TECTUPOBAHHUS.

e IS JIUI] C HAPYIIEHUSIMU OMIOPHO-/IBUTaTENILHOTO arnmapara:

— JICKIIUHU OCI)OpMJISIIOTCSI B BHUJC JJICKTPOHHOT'O AJOKYMCHTA, JOCTYIHOI'0 C IMOMOIIBKO KOM-
NBIOTEPA CO CMEUATN3UPOBAHHBIM MPOTPAMMHBIM 00ECIICUEHHEM;

— NUCbMCHHBIC 3a/laHUs BBIIIOJHAIOTCA Ha KOMIIBIOTCPEC CO CIHCHHUAIIM3UPOBAHHBIM IIPO-
IPaMMHBIM O0€CTIeUeHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOM (hopMe MM BBIOJHSIOTCS B MUCBMEHHOH (opme
Ha KOMIIBIOTEPE.

[Ipu HEOOXOIMMOCTH MPEAYCMATPUBACTCS YBETUUEHUE BPEMEHHU ISl IOATOTOBKHU OTBETA.
[Ipouenypa  mpoBeaeHHS  MPOMEKYTOUHOM  arTecTallid  Uid  OOydYaromuxcs

YCTaHABIMBACTCS C Y4YETOM WX HMHIUBUAYAITbHBIX ICUXO(PH3MUECKUX OCOOESHHOCTEH.




15

[TpomexxyTo4yHast aTTeCTaIMs MOXKET IPOBOAUTHCS B HECKOJIBKO 3TAIIOB.

[Ipu mpoBeneHuN Mporeayphl OLEHUBAHMS PE3YJIbTaTOB OOyUeHHUs IpeaycMaTpHUBAETCA
UCTIOJIb30BaHME TEXHUYECKHX CpEACTB, HEOOXOAMMBIX B CBS3M C HHIWBUAYAIbHBIMU
O0COOCHHOCTSAMHU OO0y4YaroImuxcsi. JTU CPEACTBa MOTYT OBITh MPEIOCTaBICHbI YHHUBEPCUTETOM,
WA MOTYT MCIIONIb30BAThCSl COOCTBEHHBIC TEXHUYECKHE CPEICTBA.

[IpoBenenne mpoueAypbl OLEHUBAHUS  pe3yabTaToB  OOy4YeHUS  JIOMYCKaeTcs C
UCTIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHH.

ObecnieunBaeTcs AOCTyN K MHPOPMAIMOHHBIM U OMOIHOTpaduecKuM pecypcaMm B CETH
WuTepHeT ans Kaxxaoro o0yyaromerocs B (popMax, aIanTHPOBAHHBIX K OrPAaHHYEHHUSIM UX 3710-
POBbS M BOCIIPUSITHS UH(DOpMALINU:

® JUIS CIENBIX M Ca00BUISAIIMX:

— B Ie4aTHOM (hopMe yBEITMYCHHBIM HIPUPTOM;
— B hopMe IIEKTPOHHOTO IOKYMEHTA;

— B popme ayaunodaiina.

® Ui DIIYXUX U CIA0O0CIbIIIANINX:

— B [IeYaTHOM (opme;

— B (popMe AIIEKTPOHHOTO JIOKYMEHTA.

e Ui 00yYaromuXcs ¢ HAPYUICHUSMHU OMOPHO-IBUTaTEIbHOTO armapara:
— B 11e4aTHOM opme;

— B (hopMe JIEKTPOHHOTO IOKYMEHTA;

— B opme ayaunodaiina.

VYdeOHbIe ayIUTOPHH Il BCEX BUIOB KOHTAKTHOW M CaMOCTOSITEIBHON paboTHI, HaydHast
6ubnMoTEeKa M MHbIE MOMEIICHUs A 0Oy4eHHUS OCHAIEHBI CIEeHUaTIbHBIM O00OPYJOBaHUEM U
y4eOHBIMH MECTaMU C TEXHUYECKHMHU CPEACTBAMHU O0YUCHUS:

®  JUIA CJIENBIX U CIIA00BUIAIINX

— YCTPOMCTBOM Il CKaHUpoBaHUs U uteHus ¢ kamepoir SARA CE;

— nuctuteeM bpaitns PAC Mate 20;

— npuntepoM bpaiins EmBraille ViewPlus;

® JUIS TIYXHX M CIa00CTBIIIAIINX:

— aBTOMAaTH3MPOBAHHBIM pab0YMM MECTOM JUTS JIFOJICH ¢ HapyIIEHHEM ClTyXa U Ci1a0oCIbl-
[Ianux;

— aKyCTHYECKUH YCUIINTEIh M KOJIOHKH;

e Ui O0yYaromuXcs ¢ HAPYIICHUSIMU OMOPHO-/IBUTATEIHHOTO arapara:
— MepeBUKHBIMH, PETYIUPYEMbIMU dproHoMudeckumu napramu CU-1;
— KOMITBIOTEPHOM TEXHUKOH CO CIEIMATIbHBIM IPOTPAMMHBIM 00€CTICYCHHEM.

9. MeTtoauyeckue MaTepuabl

9.1. Il.1aHbI NPAKTHYECKUX 3aHATHI — MpoBepka chopMupoBaHHOCTH KomneTeHuuii — [TK-
5 u IIK-6

Tema 2 (6 u.) 3aumuma ungpopmayuu 6 KOMRLIOMEPHHLIX CEMAX

3agaHus:

1. Pa3zpabotaTh cuctemy 3amuThl HHGOpMauu 1yist GUPMBI (CIIUCOK U CTPYKTYpa GUpM mpe-
JaraeTcsi IpernoaBaTesiem).

2. ITpoBectn aHaM3 00HEKTOB HHPOPMATH3AINHN U pa3padb0TaTh CHCTEMY pa3rpaHHYCHUS JI0-
CTyma.

3. Pabota ¢ mexcereBbiME SKkpaHaMu. Co3laHie AEMUITATAPH30BAHHON 30HEI.

4. OpraHu3anus 3aiUIIEHHOTO IEKTPOHHOTO JOKYMEHTO000pOTA.

5. [IpousBecTn m3MeHEeHHsI ¢ YIETOM BBOIHOM: (hripMa moyuyunsia KOHTpakT no ["'ocobopon3aka-
3y M MOJy4HJIa MpaBo padoTaTh ¢ HHPOpMaLKEH, UMEIOIIEH TPU] «CEKPETHO.

VYKa3zaHus 110 BBITOJIHEHUIO 3aJaHUN:

1. W3yunThs TEOPUTHUECKUI MaTEPHUAT I10 TEME.
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2. VM3y4nTh JOKYMEHTAIUIO Ha cucTeMy 3amuThl nHpopmarin «[lanmups-K» ans agmuanCcTpa-
Topa.

3. OTBEeTUTH HAa TEOPUTUUECKHE BOIIPOCH B KOHIIE JIA00OPaTOPHOM pabOoThI

CHnucok JIUTeparypsl:

[IpuBenén B n. 6 nannou PI1/]

MartepuanbHO-TEXHUYECKOE 0OecTieyeHIe 3aHATHS:

1. KommbroTepsl o Kou4uecTBy olyuatomuxcs ¢ pazsépayroit OC MS Windows, BUpTyanbHOIM
MAaIlIuHOM.

2. Cucrema 3amuthl nHGopmanuu «Ilannups-K» wnm ananor wim smymisTop.

3. CucreMa 3JIeKTPOHHOTO JOKYMEHTO000poTa

Tema 3 (4 u.) Cpeocmea oonapysiceHuss KOMRbIOMEPHBIX AMAK U AYOUM (E30NACHOCHU KOM-

nbIOMEPHBIX cucmem

3anaHus:

1. Pa3BepHyTb cucteMy OOHapYKEHUS BTOPKCHU.

2. IlpoBecTu HACTPOIKY CUCTEMbI OOHAPY>KEHUS] BTOPKEHHIA.

3. CrutaHupoBaTh ayJUT CETEBOM 0€30MacHOCTH (GUPMBEI.

4. TlpoBecTy AeTaNbHBINA aHATU3 NHPOPMALIMOHHBIX PECYPCOB.

5. [IpoBectu TecThl HAa MPOHUKHOBEHHUE.

YKa3zaHus M0 BBIIIOTHEHUIO 33 JaHUM:

1. V3y4uTh TEOPUTHUECKUI MaTEpUa IO TEME.

2. OTBEeTUTH HA TEOPUTHUUECKUE BOIIPOCH! B KOHIIE JIAOOPATOPHON pabOTHI

Cnucok aurepaTyphl:

[IpuBenén B . 6 nannou PI1/]

MartepuanbHO-TEXHUYECKOE 0OecTieyeHIe 3aHATHS:

1. KommbroTepsl 0 KoIu4ecTBY oOyuatomuxcs ¢ pazsépayroit OC MS Windows, BUpTyanbHOIMA
MaIIMHOW TPOTPAMMHBIM 0OECTICYCHHUEM JIJIsl TECTHPOBAHUS U ayIUTA.

[To pe3ynpTaTaM MPaKTUYECKOTO 3aHATHS O0YYArOIIUECS COCTABIAIOT OTYET, CTPYKTYpa KOTOPO-
ro mpezcrasieHa Hmwke. OTYET cocTaBisieTcss B AIIEKTPOHHOM (opMme ¢ Ucmonb3oBaHuEM MS
Office 2007 u BbIIe U epeAaéTcs MpernogaBaTellio MOCPEICTBOM OTOBOPEHHOM POPMBI CBA3H.



17

Ipunoxenne 1. AHHOTAIUS JUCHUNIJIMHBI

AHHOTAIMA TNCHATTJIMHBI
[enp AMCHMILTUHBL: TPOdECCHOHATbHAS MOATOTOBKA MAaruCTPaHTOB, HEOOXoauMas ISl OCBOE-
HUS METOJIOB Ml TEXHOJIOTHH 3alTUThl HHPOPMAIIMH B KOMIIBIOTEPHBIX CETAX.
3agayu: 1aTh 3HAHUS:
0 METOJIaX M CPEJICTBAX 3aIUThl HHPOPMAIIMH B KOMITBIOTEPHBIX CETSIX;
0 TEXHOJIOTUU MEXKCETEBOTO SKPAHUPOBAHUS;
0 METOJaX U CPEACTBAX MOCTPOCHUS BUPTYAJIbHBIX YACTHBIX CETEH;
0 METOJIaX M CPEJICTBAX ayIUTa 3AIMUIIEHHOCTH HHPOPMAITUOHHBIX CUCTEM.
B pe3ynbpTaTe 0CBOCHMS AUCIUIUIMHBI 00YYarOITUNCS JOJDKEH:
3HaTh:
TEXHOJIOTHH OOHAPY>KEHHUSI KOMITBIOTEPHBIX aTaK U UX BO3MOXXHOCTH; OCHOBHBIE YSI3BUMOCTH U
TUIIOBBIE aTaKU Ha COBPEMEHHBIE KOMIIBIOTEPHBIE CUCTEMBI;
BO3MOKHOCTH U OCOOCHHOCTH MCIIOJIb30BAHUS CTICIIHAIM3NPOBAHHBIX MMPOTPAMMHO-aIapaTHBIX
CPEIICTB IIPH MTPOBEJICHUH ayauTa NH(HOPMAIIMOHHON OE30MMaCHOCTH;
METOBI 3aIUTHl KOMIBIOTEPHBIX CETEH MPH aBTOMATH3allMd WH()OPMAIMOHHBIX MPOIIECCOB U
UH(POPMATU3AIUH MIPEIIPUATHI U OpTaHU3AIIHA
KJIacCU(PUKAIUIO W OOIIYIO0 XapaKTEPUCTHKY CETEBBIX MPOrPaMMHO-AIAPATHBIX CPEICTB 3alllH-
Tl UH(POPMALINY;
OCOOCHHOCTH peall3allid METOJIOB 3alllUThl WHOOPMAIMH COBPEMEHHBIMH MPOrPaMMHO-
arnmnapaTHBIMH CPEJICTBAMH;
OCHOBHBIC MPUHIIUIIBI A AIMUHUCTPUPOBAHUS 3AITUIIEHHBIX KOMITBIOTEPHBIX CUCTEM.
YMers:
BBITIOJIHATh HACTPOMKY 3aIlIMTHBIX MEXAaHU3MOB CETEBBIX MPOrPaMMHO-AINMAPATHBIX CPEJICTB;
HACTPaWBaTh TMOJUTHKY OE30MMACHOCTH CPEJCTBAMHU MPOTPAMMHO-ANIAPATHBIX KOMILJIEKCOB Ce-
TEBOM 3aIUTH HHPOPMAITIH;
OpraHU30BbIBATH 3AIUTY CErMEHTOB KOMIBIOTEPHOM CETH C MCHOJIB30BAHHEM MEXKCETEBBIX
9KpPaHOB;
MPUMEHSATh MEXAHU3MBbI 3alIUThl, PEAIU30BAaHHbIE B MPOrPAMMHO-ANIMAPATHBIX KOMILIEKCAX, C
IEJIBI0 TIOCTPOCHHUS 3AIUIIEHHBIX KOMITBIOTEPHBIX CETEH.
Brnaners:
HaBBIKAMHU aJIMUHUCTPUPOBAHUS CETEBBIX MPOrPAMMHO-AMITAPATHBIX KOMIUIEKCOB 3alllUThI WH-
dopmanmu;
METOAMKOM MPOBEICHUS ayauTa HHHOPMAITMOHHONW O€30MaCHOCTH.



